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TepmuHB1, onpenejieHHs U COKPATIEHASN

DNS

(Domain Name Service) pactipeZieIcHHAS, HEpapXUIECKH OPraHH30BAHHASL
MacmTabupyemas cucTeMa XpaHeHHs 1 00paboTKH ceTeBoi
HICHTHQUKAIMOHHOM HHpOpManHH, QYHKITHOHHPYIOIIAd Ha IPHKIIATHOM
ypoBHe (Application Layer) crexa TCP/IP u mogenu OSI

HTTP

(Hypertext Transfer Protocol) ceteBoii mpoTOKOJI IPHKIAXHOTO YPOBHS
ctexka TCP/IP, ¢pynxkmuornpyromuii mo GeccTaTyCHOH MOAETH «KIHEHT-
CEpBEP» U MIPEIHA3HAYCHHBIM I paclpeeIeHHOM, COBMECTHOM paboThI ¢
THNepMeIuiHBIME HHPOPMATUOHHBIMU CHCTEMAMHU

HTTPS

(Hyper Text Transfer Protocol Secure) zammmennas MomubHKaIHs
npotoxona mnpukiaaHoro ypoBHs HTTP, npexacraemdromas coboit
TEXHOJIOTHYECKHI CTEK, B KOTOPOM TPAHCHIOPTHBINH CHHTAKCHUC W CEMaHTHKA
coobmenuit HTTP wHKancymupyioTcss BHYTph KpHOTOTpadu4ecKoro
npotokona TLS (wmm mcropmueckm SSL) and obecredyeHHS CKBO3HOM
6e30I1aCHOCTH NTEPEAABAEMBIX JITAHHEBIX

(Internet Protocol) MapmpyTH3HpyeMEBIi CeTeBOM NPOTOKON MPHKIAIHOMN
HE3aBHCHMOCTH, OTHOCAIIMMICA K CETEBOMY YpPOBHIO H COCTaBJISIOIIHH
GbyHIaMEHTaNBHYI0O OCHOBY MEXKCETEBOIO B3aMMOZICHCTBHS B CTeKe
npotokonos TCP/IP

LDAP

(Lightweight Directory Access Protocol) ceTeBoii IpOTOKOJ IPHKJIATHOTO
ypoBHs (Application Layer) creka TCP/IP, hbyHKnmOHEpYIOIMUii 10 MOAEIH
«KIIHEHT-CEPBEP» W NPEAHA3HAYCHHBIM JUIA [EHTPAIM30BAHHOTO IIOMCKA,
U3BJICUEHHS], ayTeHTH(PUKaUMA UK YOPaBICHHS CTPYKTYPHPOBAHHOM
uHdopmanmeit 06 06beKTax U pecypcax B CICHHATM3UPOBAHHBIX CIIYXKGax
KaTaJIorOB

RFC

(Request for Comments) odumuansHas, cepuiHO HPOHYMEPOBAHHAA H
Hem3MeHseMas nyOnumkanmus B QopMe TEXHHYECKOTO JOKYMEHTA,
cofiepxamas crenupuKaluy, CTaHAAPTH, IPOTOKONEI, OTYETHI 00
HCCICAOBAHUAX M MCTOAWYCCKHE DPEKOMEHJAnuy, Ha OCHOBE KOTOPBIX
o0ecrnieunBaeTcsl AapXUTEKTypHas W TEXHOJOTHYECKAs COBMECTHMOCTH
KOMIIOHEHTOB I1obanbsHoi cetn MHTEpHET

SMTP

(Simple Mail Transfer Protocol) cereBoit mpoTOKON MPHKIAJHOTO YPOBHS
creka TCP/IP, ¢yHKumoHHpyIOIMii IO MOAENH «KJIMEHT-CEPBEPY H
OpeAHa3sHAuYCHHBIH A1 HajgekHod © sbdexTuBHOM  mepenaduw,
MapIIpyTH3allAd ¥ PETPAHCIAIMH COOOLIEHMI 3IEKTPOHHOM ITOYTH B
ACHHXPOHHEIX PaclpeicICHHBIX CETAX CBI3H

TCP

(Transmission Control Protocol) nymiekcHEbI, OpHEeHTHPOBAHHEIH Ha
COEIWHEHHE TPAHCIOPTHBEA MPOTOKOI, 00ecednBarOImHit
rapaHTHPOBaHHYIO, IOCICIOBATEIBHYIO U 0e30IIMO0THYIO JOCTABKY
CTPYKTYPHPOBAHHHIX IIOTOKOB 0aliTOB MEX/y HPOLECCAMH Ha KOHEYHEIX
y37aX ceTH

TCP/IP

ceTeBas MOAEIB Nepeaadn JaHHBIX, IPEACTaBICHHBIX B IM(PPOBOM BHJIE.
Mozens onuceBaeT cnocod nepesadd JaHHBIX 0T HCTOUYHHKA HHOpMAITAH
K IIOJTyHaTelo.

TLS

(Transport Layer Security Protocol) kpuntorpadudeckuit mporokosn oouiero
Ha3Ha4YeHUs, QYHKIIMOHHPYIOIMI Ha CTHIKE TPAHCIIOPTHOTO ¥ IPUKIAIHOTO
ypoBHelt (Mmomenp TCP/IP), xoTopwli mnpemHa3zHadeH s obecleyeHHs
KOHQUAECHINATLHOCTH, IETOCTHOCTH H ayTCHTH(M)HKAIMK JaHHBIX IPH HX
TPaH3HTE B pacpeACICHHBIX KOMITEIOTEPHBIX CETAX

UDP

(User Datagram Protocol) MHHEMAMCTHYHBIA CETEBOM IMTPOTOKOI
TPAHCIIOPTHOIO YPOBH, NPeIHA3HAYCHHBIA Ul Iepe/iayd JaHHBIX B BHAE




HE3aBUCHMEIX IIaKETOB (HaTarpaMm) 0e3 MpeABapHTENbLHOTO YCTAHOBICHHUS
JIOTHYECKOTO COCAMHEHMA M 0e3 00ecleueHHsS MEeXaHW3MOB KOHTPOJIS
JOCTaBKH.

(Uniform Resource Locator) cranaapTH3MpOBaHHAsA CHMBOJBHAS CTPOKa,
BRIMOJIHAOMAsA QYHKIHMIO YHU(DHIMPOBAHHOIO CETEBOT0 HIAECHTH(HKATOPA,
KOTOpast He TOJNBKO YHHKAIBHO MMEHYET KOHKPETHEIH HH(OpMarmOHHbIHR

R pecype B IIpoCcTpaHCTBE MMEH MIHTEpHETA, HO H OTHO3HAYHO OIPENEIIIET €0
MECTOHAXO0X/ICHHUE, NPENOCTABISA IEPBUIHEIH MEXaHU3M JOCTYIIA K HEMY
MOCPEACTBOM SIBHOTO YKa3aHHS IPOTOKOJIA B3aUMOIEHCTBH.
(Virtual Local Area Network) norudeckas TOmOJOTHS  CETH,
CKOHQMIYpHpOBaHHAsd Ha KaHalnbHOM ypoBHe womend OS] mosepx

VLAN ¢usryeckoit HHOPACTPYKTYPH KOMMYTaUuH, 00eCIeUrBAIOIIAs PasaeicHue
€TMHOr0 [MHMPOKOBEIIATEIEHOTO JOMEHA Ha MHOMXECTBO H30JHPOBAHHBIX
CETMEHTOB

I'OCT T'ocynapcTBeHHEIN CTaHOAPT

Wb WudopmanuonHas 6e300acHOCTD

5(® WHpopManmoHHas CHCTEMA, BIUOYEHHAS B PAMKY OKa3aHHS YCIYIH

urT Nu}opManuoHHbIE TEXHOIOTHA

JIBC JlokanbHas BEYUCIUTENLHAS CETh
AGcCTpakTHas ceMHYpOBHEBAs KOHIENTYAIbHAS M apXUTEKTYPHAd CXEMA,

Mognens OSI CTaHIAPTH3UPYIOINAA MPOLECCH CETEBOIO B3aNMOACHCTBHS U NIEpeIadn
JAHHBIX B YETCPOT€HHBIX BBIUACITHTEIHHEIX CHCTEMAX

OP[ Opranu3anyoEHO-paclIOpSANTEIbHBIH JOKYMEHT

INTAK IIporpaMMHO-anTapaTHBIA KOMILIEKC

11O IIporpamMHuOe obecmieueHme

IloBepxHOCTPH aTaku

O6E[CC KOJIMYECTBO BOSMOXKHBIX YA3BUMBIX MECT

I11P

ITnas npousBoacTBa pabot

CK

Cnyx0a karajioro

Crex TCP/TP

CTaHJJAPTU3HPOBAHHAS HEPAPXUYECKas COBOKYITHOCTh CETEBBIX
IIPOTOKOJIOB Pa3HYHBIX YPOBHE(, 00eCIeurBarOIas CKBO3HOE
MEXCETEBOE B3aUMOCHCTBHE, a/{pecaIiio, MapIIpyTH3AUIO 1
rapaHTHPOBAHHYIO JOCTABKY JIAHHBIX B I€TEPOr€HHBIX
JELCHTPaIM30BaHHBIX KOMIBIOTEPHBIX CETAX

®OCTIK Poccun

®enepanpHas cIyx0a 10 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOIIIO
Poccuiickoli denepanun

4T3

YacTHOE TEXHUYECKOE 3aJaHHE

1. O6mue cBexenns 06 Yeayrax

3akazuuk — I[IAO «Poccetn Lientp u IIpHBOILKEE»

Mecra ckazanus ycuyr:

Bnagamupsaepro . Bragumup, ya. b. Huxeropoackas, 1.106

HBsnepro r. iBanogo, yn. Kpytuiikas, 1. 8/2

Kanyrasmepro Kanyra, yn. Kpacuas I'opa, 1. 9/12

Kuporsnepro r. Kupos, yn. Criacckas, 1. 51

Mapusuepro Pecniybmmixa Mapwit O, 1. ﬁomxgp—Ona, yn. Ilandumosa, a. 39a
HmwxHOB3HEpPTO r. Hmxnuit HoBropog, yn. Poxectenckas, 1. 33

Ps3zanbsHEpro r. Pa3ans yn. Morac, 1. 12

| Tynauepro

I. Tyna, yn. Tumupszesa, a. 101a
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VaMypTaHepro Vamyprcekas Pecriybmuxa, r. MokeBck, yia. Coserckas, 1. 30

Hcnonnurens — FopuHYecKoe THII0, BEIOpaHHOE 3aKa3urKoM Ha KOHKYPCHOM OCHOBE I

OKa3aHHUA YCIIYT.

2. Heau oxazanns Yeayr
Ilensro oxasaHme YCIyr SBISETCS IOBBIIIEHHE YPOBHS 3alMINEHHOCTH TEXHWYECKHX H
IIPOTPaMMHEIX CPEJICTB IIyT€M ONTHMM3alliM KOH(QHIypamuii kaKk Ha OTKPHITOM YPOBHE, TaK H Ha
YPOBHE HEAOKYMEHTHPOBAHHBIX KOH(QUrypanmoHHEIX Bo3MoxkHocTei [0 u VIC, 3a cueT yMeHbIIEHAS
TIOBEPXHOCTH aTak¥ B 9acTH HHQPACTPYKTYPHBIX CEPBHCOB M HHGOPMAIMOHHBEIX cHcTeM IIAO

«Poccetu Lentp u [IpuBOIDKBEY», BXOAAIMMX B IPAHHIBI YCIYT.

3. 3apaum oka3zaHuf Yeayr

3amauaMu oKazaHWs YCIIYT SBIISIOTCA:

- nposenenue o6cnenoanua UT- u Mb-aktuBos, apxutekrypbl MUC, BKIIOYEHHBIX B paMKH
okazaHus yciyru (nanee — MC) u moaroroBka ordera o6 obcnemosannu MC u HOpPOXKHOM KapThl
HU3MEHEHHI,

- paspaboTKa YaCTHHIX TEXHHYECKHX 3anaHuii (Janee — UYT3) U m1aHoB pOU3BOACTBA paboT
(mamee — IIIIP) nmo pesynsraram mnpemBapuUTenbHOro obcinenoBanus MIC M B COOTBETCTBHH CO
CJICIYIONIMMH HOPMATHBHBEIMH MCTOYHMKAMM H METOIHYCCKMMH JOKYMEHTAMH II0 ONTHMH3AUH

kou(urypanuii C:

meronudeckuii  ToKyMeHT PCTOK Poccum 'Mepsl 3amuThl uHGOpMAnWM B

rOCYAApCTBECHHBIX HHA)OPMAIIMOHHEBIX CHCTEMAX';

- npukaz ®CTOK Poccum N239 'O6 yreepkmenmm TpeGosammii mo obecredeHHro
Ge3omacHOCTH 3Ha4UMHIX 00BekToB KWW'. Ilpumensercs x WC, OTHECEHHBIM K
3HaYMMBIM  00BeKTaM KpUTHYeCKoH HHQOpManuoHHOH WHPPACTPYKTYpPH H
IIPUPaBHEHHBIX K HUM;

- pexomenzanmu CIS Benchmarks nima coorBercTByromero kimacca OC H IpUKIagHOTO
ITO, BxoAsIKX B paMKH YCIIYT;

- PYKOBOJACTBa H peKOMEHAaMH mpomssoauteneii I10, GpyHKUHOHUpYIOMEro B paMKax
kaxzpoii UC, B 9acTu KOHQUIYpanmOHHBIX TAPAMETPOB OE30IACHOCTH.

- HyTpeHHue OP]] 3akasumka B 9acTu obecreueHns HHQOPMAIMOHHON Ge30IIacCHOCTH,

MPENOCTABICHHBIC 3aKa39NKOM B COOTBETCTBHH ¢ 11. 8.1 T3.
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- peanu3ailug, COBMECTHO CO CIEIMAIMCTaMH 3JaKa3duKa, H3MeHeHu# kondurypanuii C, B
coorBercTBuu ¢ IIIIP, cormacoBaHHEIME B paMKax II. 5, B COOTBETCTBHY C MPOLIECCOM YIPABIECHHS
u3MeHeHuAME 3akasauka. IIoaroToska pesynbTHPYIOMEro JOKYMEHTa — 0T4ET 00 OKa3aHu| YCIIyT.

- IPOBCICHHE CPABHUTEILHOIO MHCTPYMEHTAIBHOIO aHANM3a YPOBHSA 3alIMINEHHOCTH IO H
HOCJIe peanu3anuy u3MeHeHn kondurypanuit UC, a uMeHHO:

- 0GasoBoe ckamMpoBanue ucxomHoro coctosuus VC (cpeacTBO HHCTPYMEHTAIBHOTO
CKaHMPOBAHMS COITIACYETCs ¢ 3aKa3dukoM Ha stame ObcienoBanus);

- KOHTpoibHOe ckaHupoBanue UC, nmociie npuMeHeHHA H3MEHEHHIA;

- CpaBHHUTENBHBIM aHaIH3 PE3yNETaTOB CKAHHPOBAHUA C TOATOTOBKOM — OTdera mo
pesynsrataM okasaHus ycuyrm no kaxkzpod MC. Order nomkeH NDOOTBEPAUTH

HCIOJHEHUE BeeX TpeGoBannit UT3.

4. I'panuneb oxazaHus YeJayr
Ilepeuens MIC 3aka3umka, BKTIOYEHHBIX B PAMKH OKAa3aHHA YCIYL, H MX XapaKT€PHCTHKH
npuBeneHsl B Tabmume 1.

Tabmuna 1. Ilepeuers MC 3aka3umka, BIIIOYEHHBIX B PAMKH OKa3aHHUs YCIyT

Ne Haumenosarue YUC KommgectBo KonuuectBo

/o annaparHpIX BHPTyaJIbHBIX
CEPBEPORB CEPBEPOB

1. | Cnyx6a xaramorop 9 9

CHCTEMBI SBISIIOTCS IEHTPATM30BAHHBIMH.

B pamkax oxasamms ycmyrn BxoguT cozfanue UT3 (mo oxromy UT3 Ha kaxmayro VC) u IITIP
(xomuuectso IITIP 3aBHCHT OT XapakTepa IUIAHHPYEMBIX H3MEHEHHM KOH(HUIypammii M MOXET
BappUpOBATHC It Kak Ao MC B 3aBHCHMOCTH OT TEXHUIECKOH HEOOXOMMMOCTH).

Ilepedens paspabarbiBaeMBIX B paMKaX YCIYTH JOKYMEHTOB IpuBe/ieH B Tabm.2.

Tabmuna 2. Ilepedens paspabaTsBaeMbIX JOKYMEHTOB

No HaumenoBanue pazpabarriBaeMBIX JOKYMEHTOB

1. | Otuer 06 o6¢cnenoBanny (BKIIOYAET IMEPEIeHB 0OCISIOBAHHOTO 00opynoBanus u I10, obmyio
MHGOPMAIHIO H APXHUTEKTYPY, BO3MOXXHOCTH YHH(HKAIINM, KOHQHIypaldy KOMIOHEHTOB U
OLICHKY 3aIUIIECHHOCTH)

YacTHbIE TEXHUYECKHE 3aXaHH

ITnass! npou3BOACTBA PaboT

JlopoxHas xapTa W3MeHEHHH

OTuer mo pesynsTaraM OKa3aHUS YCIYTH C ONHCAHHMEM pEeaM30BAHHBIX H3MEHEHHH H
CPAaBHHUTEIBHBIM AHAIH30M

6. | IlpeseHTamus

Rl Bl bl 10
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ITpoBenenre m3MeHEHUI Ha CMEXHEIX HHGOPMAMOHHEIX W HH()PACTPYKTYPHBIX CHCTEMAX B
paMKH OKa3zaHMs YCIyrd He BXOAuT. PaGoTBI 10 M3MEHEeHHIO KOH(WIypauuu OrpaHHYEHEI
xor¢urypanueii camux MC um OC, Ha koTOprIX OHH (YHKIHMOHHPYIOT. B ciydae obHapyxeHus
KPUTH4ECKHX HEJOCTaTKOB KOH(Uryparmit CMEXHBIX CHCTEM, PEKOMEHIAIHH 110 X KOPPEKTHPOBKE

BKmodarotrca Menonaurenem B Otder 00 00C/Ieq0BaHAN.

5. Cocras, conep:kaHne H ONMCAHUHE YCJIYT
Hcnomaurens 06s3aH 0Kka3aTh YCIYTH B COCTaBe H 00beMe, ykasanHOM B TaOir. 3.

Tabmuma 3. Cocras, comepxanue U onucaHue YCiIyr

No Hanmenosanne Cocras Yeinyr OtueTHas JOKyMEHTAIMS

n/m Yenyru

1. IloBemmenne ypoBus | 1.1 IlpenBapurensHoe 1. Ot4er 06 obcnemoBanum
3aIMUIIEHHOCTH obcnenoBanne
TEXHUIECKHUX " | 1.2 Paspaborka UT3 u IIITP 1. lopoxxHasa xapTa H3MeHEHHH
MPOrpaMMHBIX 2.YT3 (o 1 (onromy) UT3 Ha
CPEeACTB B  YacTH kaxnyro UC)
HHDPaCTPYKTYPHBIX 3. IITIP (ue mexee 1 (omaOrO)
CEPBUCOB u IIIP na xaxnayio YC)
HHGPOpMaIHOHHEIX 1.3 Peanm3anus u3MeHeHUH -
CHCTEM 1.4 IloaroToBKa OTYETHBIX 1. Otuer mno pesyawraram

JIOKYMEHTOB OKa3aHHUA YCIyTH
2. IlpesernTanus

O6cnenoBanne (IOKyMEHTATbHOE M MHCTPYMEHTAIbHOE) mpoBomutTes mis Kaxmod WC Ha
IPEOMET YA3BHMOCTEH, pe3yasTaThl BKIIIOUaloTes B OTUeT 06 00cHefoBaHmH .

ITo pesynsraram obcneOBaHMS M aHAIIN3a APXUTEKTYPHl Pealn3anui, VICIIOMHUTEND CO3aeT
YT3 ma xaxnayro u3 UC, JlopoxHyto kapry m3meHeHuit u [1T1P qns nposeieHns paboT M0 H3MEHEHHIO
KOH(UTYpaITHii.

Jo u nocne npumexeHus m3MeHeHmd B MIC HeOOXOMMMO HpPOBECTH HHCTPYMEHTAILHOE
ckauuposanne HMC Ha mnpenMer ya3BHMOCTEH IpOrpaMMHBIMH CpEJICTBAMH CKAHHPOBAHMS,
coracoBaHHbeIMH 3axazaukoM (MaxPatrol, XSpider u T.11.), ¢ moaroToBKO#M aiin-oTdeToB.

Ha ocHoBaHmu pa3paboTaHHBIX U cOmTacoBaHHBIX 3akazuukoM IIIIP McnomauTens coBMeCTHO
¢ COIpPOBOXKAEHHEM paboTHHMKA OTAena HH(OPMAIMOHHOH 06Ee30IMacHOCTH W SKCIIEPTOB 3aKa3uMKa
NPOBOAMT KOH(HTYPAIIHOHHBIC H3MEHEHHS B COOTBETCTBHH C PEIIAMEHTOM H3MEHCHMH 3aKa3unka H

¢uKcHpyeT MOTydYEeHHBIH pe3ybTaT.

6. TpeGoBanus Kk oTHYETHOCTH
6.1 B pamxax mpenocrasnenus Yeuyr WcnommuTtens paspabarTbiBaeT W HPEIOCTABISET

3aKa3yuKy CIEAYIOIIYIO OTYETHOCTD:
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— oTueT 00 00cae10BaHUH — BKITIOUAs PE3y/AbTaThl JOKyMEHTAIBHOTO U HHCTPYMEHTAJIBHOTO
00cIe10BaHuA;

— JIOpOXHas KapTa IPUMEHEHUs1 U3MEHEHU;

— xommuiekT UT3 (1 wr. YT3 B cocTaBe KOMILIEKTA);

— xomiutekT [ITIP (ne menee 1 wr. I1IIP B cocraBe komIiekra);

—  OTYeT IO pe3yabTaTaM OKa3aHUs YCIYTH — BKJIKOUYasi ONMCAaHUE PEATM30BAHHBIX U3MEHEHUH
KOH(UTypaluii 1 CpaBHUTENIbHBIM aHAJIU30M YPOBHS 3allUTHI;

— Ipe3eHTalHs.

6.2 Bces oruetHas JOKyMEHTauusi IpefgocraBisercs 1o ¢opme Mcmomnurens u

HalnpasJisieTcsl 3aKka3uMKy JJs COIVIAaCOBAaHUA A0 AAThl 3aBEPLICHMs MMOJITaNna OKa3aHWUs YCIyrH.

JlokymeHTaIus MpeAoCTaBIsSeTCs B EYaTHOM U AIEKTPOHHOHU dopMe.

7. Cpoxu oxkazaHusi YcJayr
Jara Hauana okazanusa Yeayr — 18.11.2026

JlnutenbHOCTh OKa3aHus Yeuyr — 22 (aBaanarh Ba) pabodyux JHs, HO He no3aHee 18.12.2026

T.
[ToaranHas muTenbHOCTh Yenyr npusenaeHa B Taom. 4
Tabmnuua 4. [loatanHas IMTENBHOCTh YCIyT
No HaumenoBanue Cocras Ycnyr Jlara Hauyana Hara
n/m Yeayr nojadTana 3aBEPIICHUS
rojpTamna
1. [oeeimenne yposHs | 1.1 [IpenBapurensHOe 0OCIeOBaHNE 18.11.2026 23.11.2026
3AIUIIEHHOCTH
TeXHUYECKHUX u | 1.2 Paspaborka UT3, loposkHoi 24.11.2026 27.11.2026
MPOTPaMMHBIX Kxapre! 1 ITTTP
cpenctB B wactm | 1.3 Peanmsauus nsmMeHeHuii 30.11.2026 11.12.2026
UHQPACTPYKTYPHBIX
CEpBHCOB i | 1.4 IlomroToBka OTYETHBIX
MH(OPMALIUOHHBIX MOKYMCHTOB 14.12.2026 18.12.2026
cUCTEM

8. TpebGoBanus Kk NOpAAKY OKa3aHUs YCJIyr
8.1 3aka3uyMk B TedeHue 2 (AByX) paOouux JHEW mocje Hadaia oOKa3aHHs YCIyr
IPEAOCTABIISAET 110 3anpocy McrmomHuTeNs ciaeayonyo nHPOpMaLuIo:
— TMPOEKTHYIO U IKCIUTyaTallMOHHYIO AokyMeHTanuto no UC (mpu Hamuaun);
— xommiekTsl OPJ] B yactu obecneuenust nHGOpPMaMOHHON 6E€30MaCHOCTH;
— xoMmmuiektel OPJ[ (B TOM umciie perviaMeHThl) B 4YacTW IIpolecca YHpaBICHUs
M3MEHEHUSAMU (IIPU HAJIUYUN);

— OTYETHI 10 Pe3yNIbTaTaM MOCIEIHETO (aKTYaIbHOTO) ay/IuTa/TICHTECTA;
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— KOHTaKThl OTBETCTBEHHBIX paOOTHHKOB, BKITFOUEHHBIX B pabouyro rpyIImy.

8.2  3aka3zumk Ha BpeMs OKasaHHS Yciyr obecnieunBaeT co3faHWe M (YHKIHOHHPOBAHHE
Paboueit rpymmbl, BKIFOYAKOIMEHR B ce04:

— pabOTHHKOB, OTBETCTBEHHBIX 3a sKkcwryaramumo HKMC (kak co cropoHsr HT-
HOAIpa3eIcHuil, Tak ¥ co cTopoHsl MIb-topasaenenuii), IMEIOIMX aMIAHACTPATHBHEIC IpaBa
Joctyna B VIC u/vnu npaBa corniacoBaHus IPOBE/ICHAS H3MeHeHHH KoHpurypamui FC;

— paborHuKa orzena WHGOPMAIMOHHOM 0e30MacHOCTH, OOJIANAIOMIEr0 MOTHOMOYHAME
COMPOBOXKAEHUA paboT N0 H3MeHeHrI0 KoHpurypanuit UC;

— Kyparopa yCIyTH CO CTOPOHHI 3aKa3unKa;

— CepBHC-MEHeKepa co CTOpoHBI McmomanTens;

— BKCIIEPTOB CO CTOPOHBI VICTIOTHHUTEIA.

8.3 Ha nsrane mpoBemenus o6cnenmoanmst MC 3akazduk o0ecmeunmBaeT BO3MOXKHOCTH
IPOBEACHHS yIAICHHBIX coOecenioBaHui ¢ pabOTHUKaMy 3aKa3unKa, AMEIOIMMHE aMHHUCTPATHBHBIE
npasa gocryna B MC mna cbopa mHbopMmanuu o Tekymeit xoudurypanuu MC u ocobennocTIx ee
SKCILTyaTalluH, a TaKKe MPOBEACHUS HHCTPYMEHTATBHOTO 00CIIEIOBAHHS.

8.4 3axazumk obecnedwBacT NpeAOoCTaBICHHE VICMONHUTEMO YAAIEHHOrO MOCTYNAa B
COOTBCTCTBHHM C IIpoleAypoll «YIpaBleHHE NOCTYyIaMH W IOJIHOMOYHSMH B HH()OPMAIIHOHHEIX
cucreMax ITAO «Poccern Lertp» u [IAO «Poccetr Llentp u Ilpusomkse» PI" ITA BIT 15/07-08/2022
g obecriedeHds BOSMOXKHOCTEH IIpoBeneHns paboT mo m3MeHeHuIo koHpurypanuii UC (coracHo
cormtacoBanHbM [111P) u mpoBeieHHsS HHCTPYMEHTAIBHOTO 00CIIEIOBAHHS,

8.5 IlpoBemeHHWEe HHCTPYMEHTAJIBHOTO OOCIENOBAaHUS TPOBONUTCS IIPH  YCIOBHH
IIPENOCTaBIeHU 3aKa34HKOM IHMChMa-COINIacHs Ha IpOBeOeHHe paboT, comepxamero nepedens IP-
aIpecoB BHEIIHETO CETEBOTO NepuMeTpa (IPH HATWYHUH) H BHYTPEHHHX CETEBBIX 00BEKTOB.

8.6 Hcnonuurens, B ieIIX NCKIIOYCHAA HETATHBHOTO BIIMAHAS H3MEHEHHH KOHUTypaluii
Ha CepBHCH 3aka3dMka, Ha odTane co3gaHus I[I[IP mpoBOZMT TECTHPOBAaHHE MPEIAraEMEIX
KoHOUrypanuit Ha cTeHze (TECTOBOM KOHTYpe) 3aKkasumKa.

Ipw 37om ITIHP B 06s13arenbHOM MOPAAKE TOTDKEH BKIIOUATE B Ce0s CIICYIOINHE Pa3Iebi;

— 3TalmHOCTh BHECEHHS KOH(PHTYpalMOHHBIX H3MEHEHHIA;

— TecTupoBaHue paborocnocobnoctr UC;

— InaH oTkara m3aMeHennmii C.

8.7  Bpewms mposeneHus pabor no cornacosanabM [P cornacyercs ¢ 3akazamkom.

8.8 Ilpm coszpamum IIIIP Hcnomuurens AOKEH OPHCHTHPOBATHCS HA MHHHMH3ALMIO
BpPEMEHH NOTEHOHUANBHOTO IpocTos VC.

8.9  Paborsl no u3smeHeHH1o xoHpurypanmit IC mpoBoasaTcs B COOTBETCTBHH H 00BEME ¢

cornacoBanHbME 3akazuukoM UT3 u IIIIP, ¢ conpoBoxkaeHneM sKcnepToB 3akazurKa H paOOTHHKA



9

oTiena HHGOPMAHOHHOM Oe30IacHOCTH. 3aKa3duK 00ecIenBaeT BOBMOKHOCT Y4ACTAS SKCIEPTOB
3akasunka ¥ paboTHHKA oTIena HHGOPMAIMOHHOM O0e€30NacCHOCTH MpH IPOBEACHMH paboT 110
H3MCHEHHUIO KOH(PUTypaTuid.

8.10 Jlna oneHKM M3MEHEHHH, pealli30BaHHBIX B IIPOLECCE OKA3AHMA YCIIYT, HCIOIB3YIOTCS
pe3yaETaThl MHCTPYMEHTANIBHOTO obcnemoBanud. MHCTpymeHTanpHOE 00CIENOBaHHE MPOBOAUTCA
WcmonuwureneM B aBa 3Tana: NEPBHI — B paMKaxX IPEABApUTENIEHOTO 00CIe[0BAHHU, BTOPOH — HocCHe
3aBEPINCHHS IPOBEACHHA HM3McHeHMH koHQurypanuit MC. HHcTpyMeHTaimsHOE OOCIEIOBaHHE
IPOBOIUTCSA CPEACTBAMM CKaHMpoBaHMs 3akazdquka: MaxPatrol VM, Kaspersky Security Centre,
yrtuiuta AVZ.

8.11 TIlo pesyneraram BHeApeHMS W3MeHeHHH KoH(urypammii IC ¥ moaroToBKH 0T4eTa IO
pe3yibraraM OKasaHus yciayru lMcemomawmrens Taxxke rotoBuT llpesentanmio. Pesynrrarel okasaHms

YCIIyTH AOJKHEI OBITE IPENOCTABICHH 3aKa3urKy B paMKaX OTIEIbHON BCTPEUH.

9 TpeGoBanusa mo HHGPOPMANUOHHOM §€30IIACHOCTH

9.1 Mocryn corpynanxos McnomauTens B moMelnenus 3akas4nka u k ero UT-undpactpykrype
OCYIOECTBIAETCSA CTPOTO IO NMPEABAPUTENHHEIM 3asIBKaM H B COTVIACOBAHHBIE TEXHOJIOTHYECKHE OKHA.

9.2 Bee nelicTBus crienranucToB VcmoMHUTENS B crcTEMax 3aKa3yMKa JOJDKHB BEOIOTHATHCS
IOJi HMEHHBIMH (IIepCOHH(UIMPOBAHHBIME) YYETHHIMH 3amucsaMH. VICIosip3oBaHHE 06X
(paznenseMbIX) YIETHBIX 3amMUCel 3anpenieHo.

9.3 Ilpu HeoOXOOUMOCTH YAAICHHOTO [HOCTyna MCHOmHWTENL OOS3aH  HCIONB30BAaTh
HCKIIOYNMTENBHO MPEJOCTABICHHBIE 3aKa3uukoM 3amuieHHble kanamsl (VPN) ¢ obs3arensHoi
neyxpakropnoi ayrentudmkarmedi (2FA). Bce ceccMm ymaneHHOro KOHTPOIS —HOZIJIEXKAT
00s13aTeNBHON 3aIKCH U ayIUTY CO CTOPOHEI 3aKa3duKa.

9.4 Mo6mibBbIe yeTpolicTBa M HOYTOYKH VICIIONHATEIS, TTOKIII0YAEMbIE K TEXHOJOTHIECKOMY
KOHTYpy 3aka3uWKa, JOJDKHBI IPOMTH TNpOBEPKY Ha OTCYTCTBHE BpemoHocHoro I10, umersb

YCTaHOBJICHHBIC aKkTyanbHble 00HOBIeHAS OC U ceprudunuporarHoe antuBupycaoe I10.

10 Ilepedens pykoBOASIIHX HOPMATHBHBIX U MPABOBLIX JOKYMEHTOB
- ®enepanpHeli 3akoH oT 27 mronsa 2006 roga Ne 149-03 «06 undopmaris, HHGOPMALTMOHHEIX
TEXHOJIOTHAX H O 3alUTe HHPOPMAIIHH»;
- @exepaneHbli 3akoH 0T 26 miong 2017 roma Ne 187-®3 «O Ge30mMacHOCTH KPHTHYECKOM
unbopManmoHHON MHpacTpykTypsl Poccuiickoii deneparum»;
- VYxa3 llpesunenta Poccuiickoit @enepanuu ot 30 mapra 2022 roma Ne 166 «O mepax mo
O0CCIICYECHHIO  TEXHOJNOTHYECKOH  HE3aBHCHMOCTH W O€30MacCHOCTH  KPUTHYECKOM

nadopMannoHHOM nHbpacTpykTypsl Poccuiickoit Oenepanumy;
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- IIpuxa3 ®CTIK Poccunm or 21 mexabpsa 2017 roga Ne 235 «O6 yteepkaennn TpeOosanuii K
CO3MaHMIO CHCTEM O0€30IMaCHOCTH 3HAYMMBIX OOBEKTOB KPHUTHYCCKOM WH(OPMAIIMOHHOM
uHppacTpykTyphl Poccuiickoii @enepanum u obeciedeHnIo uX GyHKIUOHUPOBAHMSI,

- IIpukaz @CTOK Poccun ot 25 nexabps 2017 roma Ne 239 «O6 yreepxaennn TpeGoBanuii mo
obecredeHMIO  6€30IacCHOCTH  3HAYHMBEIX OOBEKTOB KPHUTHYECKOM HMHQPOPMAIHOHHOM
uHdpactpykrypsl Poccuiickoit ®enepannmny;

- Meromuuecknit goKkyMeHT «MeTomuKa OIEHKH yrpo3 0e30macHOCTH HHPOPMALMI
(yrBepxzen OCTIK Poccun 5 despang 2021 rona);

- Meromugeckuii  mokymenT «Mepbl sammThl  HHOOPMALMM B TOCYAAPCTBEHHBIX
HHPOPMaIMOHHBIX CUCTeMax, yrBepxaeHusii ®CTIK Poccun 11 despans 2014 roza;

- TOCT P 51275-2006 «3amura undopmanun. OOBekT asroMarmsanuu. @OaKTOPEL,
BO3IcHCTByOmMMe Ha HHGOpManuio. O0IIHe TONOXKESHHS,

- TOCT P 59853-2021 «MubopMmanuoHHble TexHONOTHH. KOMIUIEKC CTaHAapToOB Ha
ABTOMATH3UPOBAHHBIE CHCTEMBI. ABTOMAaTH3APOBAaHHEIE CHCTEMEIL. TepMHUHEI H OIIPEAEIICHHIY;

- T'OCT P MCO/M3K 270012021 «MudopManronHas TexHonorms. MeTomsl H CpeicTBa
obecnedennsa Oe3zomacHocTH. CHCTEMBI MEHEKMEHTa WH(OPMAIMOHHON Ge30IacHOCTH.

TpeGoBanus.

11 TpeGoBanus mo ofecneyeHnI0 pexXIMAa KOHPHIEHIMAILHOCTH

11.1 Mo Hagana BeIIONHEHHS PabOT M NPENOCTaBICHHA XOCTYmOB VicmomHmTenls o0sa3aH
noanucats ¢ 3akazuukoM CoraleHne o Hepasriamenud KonbuaennuansHoi nadgopmanuu (NDA).

11.2 HcnoneuTenbs HeCeT MOJHYIO IODHAMYECKYIO M ()MHAHCOBYK) OTBETCTBEHHOCTH 33
ACHCTBUSA CBOETO IIEPCOHANA, BKIIIOYAs pa3riialleHne KOMMEPUECKON TalHbI, IEPCOHATBHBIX JaHHBIX
WIH BHYyTpeHHeH nHpopManmn 3aKa3umnKa.

11.3 Bee corpynuvku McnonauTens TOKHEBE OBITH MO, POCIUCH O3HAKOMIIEHEI C JIOKAJIBHEIMHA
HOPMaTHBHBIMH aKTaMu 3aka3duka B obnacte b nepen nonyckom K mHGOpMAIMOHHEIM CHCTEMAM H

AHGPaCTPYKTYPHBIM CEPBHCAM.

12 Tpebosannsa k McnomHATE IO

12.1 «HMcnonauTens B TeueHUE 3 (Tpex) pabounx gHell ¢ arsl 3aKirodenus Jlorosopa 06s3a0
IPENOCTaBUTh 3aKa3uMKy oGHIIHATEHOE MOATBEPXKICHNE (aBTOPH3ALHOHHOS IIHCEMO/CepTH(HKAT) OT
npoussoguteneit I10 (AO «Jlaboparopus Kacnepckoro», 000 «Kubepnporekr», 000 «OPUOH»),
HOATBEpXKIaomee mpaso Mcnonaurens oka3pIBaTh YCIYyTH 10 HACTPOHKE M TEXHAYECKOM MOIIEPIKKE

nanHoro I1O Ha o0pexTax 3axazqauxay.
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12.2  HcnonHutenb NODKEH UMETh NCHCTBYIOLIYIO0 JUIEH3UI0 DenepanbHO ciyxObl 1O
TEXHUYECKOMY M 3KcropTHOMY KOHTpoito (DPCTOK Poccun) Ha ACATENBHOCTh MO TEXHHUYECKOU
3anuTe KOHGUACHINATLHOW HH(OPMAIUH, BKIIIOUAs:

- KOHTPOITb 3alUIIEHHOCTH KOH(HIeHIHATbHON uHbopMauu oT
HECAHKIIMOHUPOBAHHOTO JOCTYIA U €€ MOAU(HUKAIIMY B CPEACTBAX U CUCTEMax MH(POPMaTU3aLINH;

- YCTaHOBKA, MOHTaX, HWCHBITAHUS, PEMOHT CpPEIACTB 3allUTHl  HH(poOpManuu
(mporpaMMHBIX  (IPOrPaMMHO-TEXHHUYECKHX) CpPEACTB 3alluThl MHGOpMAIUH, 3alllUIICHHBIX
IPOTPAaMMHBIX  (TPOTPaMMHO-TEXHHUYECKUX) CPEACTB OO0pabOTKM HWH(POPMAIMK, MPOTrPAMMHBIX

(IpOrpaMMHO-TEXHUYECKUX ) CPEACTB KOHTPOJIS 3aIIUIIEHHOCTH HHPOPMAITUH).

13. Mepbl 10 MPeAOCTABIEHUIO HAIIMOHAJBLHOIO PeKUMa.
OcHoBanue: nocraHosnenue [IpasurensctBa Poccuiickoit @enepaunu ot 23.12.2024 Ne 1875
«O Mepax 1O IPEeJOCTABICHUIO HAIIMOHAJIBHOIO pPEXHMMa IPU OCYIIECTBIEHUU 3aKyIOK TOBApOB,
paboT, yciyr ais obecriedeHus rocylapCTBEHHBIX U MYHHIIMIIAIbHBIX HYXX[, 3aKYIIOK TOBapOB, padorT,

YCIyr OTACIIbHBIMU BUAAMH IOPUAUYCCKUX JIALD.

[Ipenocrapienue HalMOHAIBHOTO pexkruMa B cooTBeTcTBUU ¢ I1IT 1875 ot 23.12.2024.

Mepa mnpuMEHEHUs] HAIMOHAJIBHOTO pEeXHMa (3ampeT, OrpaHUuYCHHE,
OKIIJ 2

MIPEUMYIIIECTBO)
62.02.30.000 He npumensercsa™

*3anper mo crpoke 146 Ilpunoxenuss Nel mocranoienust [IpaButensctBa Poccuiickoit
Oenepanun o1 23.12.2024 Ne 1875 ycranaBnuBaeTcs B oTHouieHuu [Iporpamm mjis 3ieKTpOHHOU
BBIYUCIUTENPHON MamuHbl U (W) 0a3 maHHbIX. Hacrosimas 3akynka HpOBOAMTCA Ha IPaBO
3aKiiroueHus JloroBopa Ha okazaHue yCIyr IO YIPaBJIeHUIO IUPPOBBIM ciaeoM. B paMkax HacTosei
3aKynoyHoi mpouenyps! I[IporpaMMbl st 371€KTPOHHOM BBIYMCIUTENBHON MalIuHbl U (Miu) 0azbl

JaHHBIX HC 3aKYyIIarOTCsA.



